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Besides being pushed by technical development and pulled by the demand for hi-tech 

products, technology is also often influenced greatly by the sudden impacts from other 

external environments. As shown by the aftermath of the 9/11 attacks (2001), London 

bombings (2005) and Mumbai attack (2009) and recent Delhi attack (2011); some 

technologies have been fundamentally affected by terrorism, especially those concerning 

globalization, infrastructure, corporations, education, and individuals. Our paper 

examines the types and causes of terrorism. These antiterrorism efforts will have a major 

impact on technology development, and many opportunities and challenges are likely to 

arise from such development. Based on the qualitative analytic approach of causal loops, 

this article explores in detail the opportunities and challenges for technology 

development prompted by terrorism.  
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Introducing terrorism: 

During the reign of terror in France (French la Terreur, 1793–94), a period of the French 

revolution that was conspicuous for mass executions of political suspects and ‘traitors’, 

the word Terrorism was coined. The French establishment decided on 5
th

 September 

1793, to take harsh measures against those suspected of being enemies of the revolution 

(including nobles, priests, and hoarders). About 300,000 suspects were arrested during 

that period, approximately 17,000 were executed and many others died in prison. 

Therefore, terror at that time usually included cases such as execution of opponents or 

arrests, mostly to force compliance in the general public [1] since then, many socio-

political occurrences and developments have been regarded to as instances of a 

phenomenon called Terror. Most of them whatsoever, unlike those enacted in the name of 

the brutal ‘revolutionary’ rulers, were targeted at various sorts of political establishments. 

Nevertheless, identification of any given incident as being a special case of the related 

phenomenon [2] necessitated a conventional definition. The very many recorded attempts 

are too hard to categorize. For expositional considerations they are dichotomized below 

into ex-curricular and academic definitions. 

 

What does technology do for terrorism? 

Technology, in a sense, is a significant part of the larger modern narrative of faith and 

progress through innovation. In recent years, the use of terror alone as a technology to 

reach political or religious goals is quite a new phenomenon. Terrorism could almost 

occur anywhere so it is difficult to encircle and suppress, just as it is very difficult for us 
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to trace the people who scattered anthrax-contaminated mail in all parts of the world, or 

to predict the location and type of Osama bin Laden’s next terrorist activity. Certainly 

this cannot be disassociated from globalization. Because of globalization, referring to 

integration of economic activity across nations, the free flow of goods and finances helps 

terrorists obtain equipment and funds. 

Thus, it is easy for terrorists to cause disturbance around the world. The modern 

relatively borderless situation means that terrorism can disseminate a psychological state 

of fear in which citizens in multiple regions wonder who will be the next victim?  

Various kinds of technologies have already offered an unprecedented opportunity to 

terrorists.   

In addition, a large number of non-nuclear weapons and information technologies 

have created opportunities for terrorists in numerous ways. For example, so far, terrorists 

have mainly adopted bold technology – e.g., they have detonated car bombs, hijacked 

airliners and detained hostages – to gain their purpose. However the Internet has 

worsened the problem in that it opens a vast repository of potentially relevant technical 

information to any individual anywhere on Earth. It boosts Al Qaeda’s communication 

among the terrorist cells, allowing autonomy at the basic level of this organization—

probably only a single individual. It provides linkage to weapons information, training 

courses, and inspiration from charismatic leaders globally. Therefore, we believe that in 

the coming decade, terrorists will be able to adapt existing technology and use new 

technology—nuclear, biological, and chemical (NBC) weapons as well as cyber warfare, 

ranging from viruses to fluid swarm networks and coordinated massive disruption 

attacks. Eventually, even genetics, nanotechnology, and robotics (GNR) may yield 

options for terrorists. It is expected that the weapons terrorists know best will cause the 

worst damage [3, 4]. 

  

Technology development challenged by terrorism 

Mass-casualty attacks: 

Some theorists have argued that weapons of mass destruction (WMD) do not 

represent a weapon of choice for most terrorists, even in these changing times. Stern 

writes that most terrorists will continue to avoid weapons of mass destruction for a 

variety of reasons, preferring the gun and the bomb  [5]. The terrorists took advantage of 

the fact that we pursued the new and neglected the old. Brian Jenkins agrees that most 

terrorist organizations are technologically conservative [6]. Examples include the 

nitrogen fertilizer and fuel oil bomb used in the attack on the Murrah Building in 

Oklahoma City, tank cars of chlorine being shipped to water utilities and other chemical 

plants, and crop dusters that might be used to disperse chemical agents. Later, in the case 

of the 9/11 attacks, the terrorists’ method use of fully fuelled aircraft was also 

surprisingly low-tech. Thanks to satellite feeds, cheap color televisions and the Internet, 

these images could now have a more rapid and vivid impact, but the principle was old 

hat. The hijack stunned the world with photogenic violence, as at the 1972 Munich 

Olympics. The terrorists understood all too well this neglected feature of technology: 

with enough determination, practice and time, mature and even seemingly outdated 

tactics and devices can be reborn [7]. For instance, in the mid to late 1990s, there was 

clear evidence that terrorist groups such as the Provisional Irish Republican Army (PIRA) 

had the technical capability and an understanding of the Critical National Infrastructure 
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of the United Kingdom to be able to carry out cyber attacks (the concept of using 

computers and other types of high technology as weapons), but they did not do so. They 

achieved the publicity that they desired and the subsequent pressure on the government of 

the day in the UK through the use of the bullet and the bomb and the revulsion of the 

populace to seeing the centers of cities devastated and body parts lying in the street [8]. 

They would not have achieved the same level of pressure on the government through less 

graphic demonstrations. However, terrorist leaders such as Abu Musab Al-Zarqawi and 

Osama bin Laden have clearly stated that they want to use weapons of mass destruction 

against coalition forces and Western targets [9]. Walter Laqueur’s New Terrorism 

emphasizes the availability of very powerful weapons of mass destruction as the major 

current danger currently facing the industrialized world [10]. Before the 9/11 attacks, the 

most severe loss of human life was no more than a few hundred people in a single 

terrorist attack. The power of contemporary radiological, chemical, and biological 

weapons could inflict much more carnage and economic damage. Terrorists may turn 

more to these weapons that will better suit their objectives and moralities. 

 

Biological weapons and chemical toxins: 

The United States renounced biological weapons in 1972 and chemical weapons 

in 1993, but terrorists can hardly be expected to abide by such conventions. The U.S. 

Department of State’s annual report on terrorism cited evidence discovered in military 

raids of Afghan terrorist facilities, the use of poison by Hamas to coat shrapnel in 

improvised explosives, and an unnamed group arrested in Italy with maps of the U.S. 

embassy and possessing a compound capable of producing hydrogen cyanide [11]. 

Activities of cults such as Aum Shinrikyo and American terrorists’ plans to poison 

municipal water facilities provide further evidence of the WMD threat. It is inevitable 

that in the wake of the London attacks in the summer of 2005, authorities in major cities 

will step up security measures to guard against subway bombings. But it is just as 

inevitable that the terrorists will shift tactics in response, with the intent of producing a 

giant death toll from a soft target. Imagine if the London bombs had been filled with 

anthrax or sarin. From the issue addressed above, it seems that countries should pay more 

attention on many dimensions to countering biological and chemical attacks. Some 

governments have already made the transition. For instance, Italy has rolled out an 

identity card with a fingerprint and facial biometric, Saudi Arabia notably is looking at 

biometrics for national-identity cards and border control, and Britain’s passport service is 

testing a facial-recognition and fingerprint-biometric program [12]. 

 

Suicide attacks: 

Committing suicide is also a flexible technology to carry out terrorism. Some 

scholars believe that a newly strident view of martyrdom – adopted by many Shiite 

Muslims after the Iranian revolution of 1979 – changed the face of terror. Suicide 

bombing is a corporate effort: in this respect, the closest historical analogy may be the 

kamikaze pilots who trained as a cadre to terrorize the American fleet in the Pacific in 

1944–45. Suicide appeals to these groups principally because it is a good way to kill large 

numbers of people. Robert Pape, of the University of Chicago, calculates that between 

1980 and 2001, 13 people died on average in every suicide attack, whereas September 11 

made the death ratio much starker [13]. For those whose aim is maximum destruction, not 
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just maximum publicity, it is a natural choice. Vigilance against such attacks can make 

life grindingly tense. If possible, the best answer must be to choke the supply of the 

terrorists’ prize asset – the bombers – through political compromise. Yet against the ultra-

extremists of Al Qaeda, intelligence, disruption, and vigilance may be the only ways. 

 

Infrastructure scenario: 

Most countries think a great deal about infrastructure, because it concerns 

people’s livelihood and is also often the focal point of technology development. 

Therefore, infrastructure is more likely to become the main target of terrorists’ attacks. 

There are cases in which attacks may be carried out by the systematic burning of 

installations and properties, etc. [14]. As public officials contemplated the implications of 

the WTC attack, it became increasingly clear that other aspects of the U.S.’s 

infrastructure – a vast web of electric utilities, dams, bridges, tunnels, telecommunication 

switching systems, reservoirs, roads, natural gas pipelines, refineries, post offices, and the 

Internet – might also be at risk. Some portions of the nation’s infrastructure are 

vulnerable to bombs, radiation, chemical attacks and germ-warfare attacks; and many are 

vulnerable to cyber-attacks, since they are typically managed and controlled by computer 

systems of one kind or another. It is important to note that the telephone system, credit-

card system, student-visa system, and car rental system were the very infrastructures used 

by the September 11 terrorists in order to coordinate, organize, and facilitate their attack 

on the physical infrastructure of the World Trade Center, the financial infrastructure 

associated with the banking and stock-exchange activities headquartered on the Internet, 

and the military infrastructure headquartered on the Internet. Taking precautions against 

these problems will require that infrastructures be better developed. While political and 

military leaders are understandably reluctant to discuss such issues in detail, there is a 

general consensus among civilian hackers and computer experts that the government 

could use its technological prowess to withdraw money from terrorist bank accounts, 

impersonate a terrorist’s voice on the telephone, disrupt voice/data communications 

completely, and disrupt GPS signals used by a terrorist’s navigation equipment [15]. 

 

Corporate scenario: 

Unlike the Y2K phenomenon, today’s terrorist threat to IT is undefined, the 

response is difficult, and there is no known time frame [16]. The 9/11 attacks created 

unpredictability – terrorism is too fast, too chaotic, too damaging, too cunning and 

vicious sometimes – so people cannot plan in advance. The future is indeed 

unpredictable, but there could be several means of identifying possible futures. For 

orderly preparation for upcoming events, one alternative, popularized 30years ago by the 

Royal Dutch Shell Company at the beginning of the 1973–74 Middle East oil embargo, is 

scenario planning— i.e., identifying and categorizing a wide range of possible scenarios 

that might or might not occur someday. In the most extreme case, this means  thinking 

the unthinkable : identifying and acknowledging the possibility of worst-case scenarios 

[17], with the understanding that such scenarios might be exactly what terrorists and 

hostile competitors are planning. IT will perceptibly play an imperative role in any such 

attempt, for it involves connecting the right information to the right people at the right 

time—i.e., credible information about the impending threat, delivered to decision-makers 

and affected individuals, before the threat manifests itself, not the day after [18]. 
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It is vital to create an early-cautionary system to ascertain unruly threats before 

they occur, but such a system will be useless if the organization is unable to take action 

quickly enough. Some kinds of menaces will involve early-warning periods and 

response-time periods measured in minutes, or possibly even in seconds; one of the major 

stumbling blocks confronting organizations will be adjustments that presently take 

months, if not years. The U.S. government’s response to the airport-security predicament 

– which was clearly recognized previous to the 9/11 attacks but not considered a high-

priority subject – is a case in point. The U.S. military learned this lesson on September 

11. Although the air-traffic controllers presumed that the four airplanes had been 

hijacked, the Air Force was unable to scramble its fighters and move them to the scene 

until after the terrorists had hit the World Trade Center and the Pentagon. The 9/11 

attacks have forced IT managers, corporate executives, and government leaders to 

recognize the importance of their information assets and to tackle their weaknesses. 

When non-technical people hear the term information assets, they are likely to conjure up 

images of desktop PCs, telecommunication networks, Web servers, and other 

recognizable items of computer technology. But the terrible nature of the World Trade 

Center attack highlighted the fact that information assets come in other forms as well, and 

reside in other places besides the corporate computer room. Many were outdated 

authorized documents – contracts, mortgages, wills – that had not been saved in a 

computer database, for the reason that the documents have legal significance only if they 

are present in hard-copy type with ink signatures of the pertinent individuals and entities. 

And more important than the scraps of paper were the people. For instance, the Wall 

Street trading firm Cantor Fitzgerald lost nearly 700 of its traders [19]. This means that in 

addition to the tragedy of these deaths, the company lost vast quantities of facts, rumors, 

names, phone numbers, wisdom, knowledge, and tidbits of information stored in the 

heads of those 700 people. 

 

Education scenario: 

A crucial element of the cultural front in the fight against terrorism is reforming the 

education system in the Muslim world. Extremists primarily come from societies where 

there is a high level of extremist teaching. Social change must be encouraged and 

promoted, with an emphasis on education. There are serious problems caused by some 

types of religious schools in Muslim countries. Terrorists make use of these schools to 

disseminate ideologies of theology and the clash of civilizations that are contrary to the 

teachings of Islam. In such cases, what is being disseminated is not religious teaching but 

an education in the politics of hatred. America’s universities attract more foreign students 

than any other country’s do, giving the United States a rich source of talent, as well as 

building important links abroad. Now this sparkling success is threatened by the 

measures the government is taking to protect America from further terrorist attack. 

Events since September 11 have actually highlighted the United States’ need for more 

research and development to counter the threat of bio-terrorism, for instance. The country 

cannot afford to slow investment in scientific research or stanch the flow of top scholars 

and researchers from abroad. The White House Office on Science and Technology Policy 

has to strike a delicate balance between continuing to promote the valuable, and in some 

field’s irreplaceable, flow of foreign students with the urgent need to protect national 

security [20]. Three years after the Al Qaeda attacks, academia is embracing the post-
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9/11 world. Some 200 colleges and universities offer homeland-security studies much as, 

decades ago, national-security programs sprang up to address the issues of the Cold War. 

Graduate programs quickly followed. San Diego State launched an interdisciplinary 

master’s degree in homeland security, attracting students from nursing, criminal justice, 

and political science. The University of Southern California is offering an online master’s 

in system safety and security, for which students examine such problems as how to 

defend civilian airplanes against surface-to-air missiles. Engineering schools are adding 

classes on potential cyber-attacks on the electrical grid. And George Washington 

University’s medical school now requires its students to take an emergency-preparedness 

course [21]. Some students are drawn to the subjects because they have family and 

friends shipped out to Iraq. But many see job opportunities ahead—not just in 

government (the federal Homeland Security Department employs 183,000) but in 

industry as well. As educators, we sincerely hope that all the countries of the world will 

encourage each other toward a balanced position of global solidarity from the perspective 

of all the victims of war and violence. 

 

Individual scenario: 

Certain people will use the 9/11 attacks as the motivation to undertake leadership 

positions in spots that people ignored, or treated casually, e.g., community service, 

computer security, improved emergency-response systems, and innovative businesses for 

dealing with new forms of risk and uncertainty. Others will seek new leaders to follow—

e.g., political leaders like Rudolph W. Giuliani and George W. Bush, or managers and 

business executives in their own organizations. Still others will resolve that the post-9/11 

world is so chaotic and unsafe that the best thing to do is hunker down and stay out of the 

way. To stay out of the way does not inevitably indicate an escape from the metropolises 

and a shift to a farm in the countryside. It means maintaining a lower profile in 

potentially dangerous situations and it may imply keeping away from potentially 

dangerous situations such as crowded shopping malls or sports events. 

 

Conclusions: 

Technology is, of course, not the only answer to addressing the specter of transnational 

terrorism, but the technological answers we have today are inadequate to deal with the 

scope and potential severity of the threat. This article has discussed transformations in 

technology to fight against terrorism as well as study the challenges and opportunities 

created by terrorism. The post- September 11 security environment has forced a dramatic 

acceleration of such transformation efforts. In the recent past, particularly since the 

events of 9/11, the world has become increasingly sensitive to the threat of terrorism. At 

the same time, without doubt, technologies have increasingly been adopted and in many 

cases are now quite embedded in our lives. Rather than adapting technologies to stay 

apace of   evolving dangers and changing tactics, we need to get ahead of the terrorists 

and develop over matching security systems that protect the public, safeguard their 

liberties, and leave travel and commerce unencumbered. To understand how science and 

technology might contribute to countering terrorism, one must evaluate the nature of the 

threat, the vulnerabilities of targets in society, and the availability of technical solutions 

to the vulnerabilities that are most likely to be exploited by terrorists. Because terrorists 

can pick targets anywhere, counterterrorism has to defend everywhere from airports to 
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office buildings to cargo ships to hospitals. There is no panacea, but in a world of ancient 

hatreds, modern shields still have their uses. Scientists are busy developing even more 

advanced detection schemes from digital bomb sniffers and 3-D holographic body 

scanners to biometric facial-recognition systems that can potentially be used to check 

passengers against an electronic national counterterrorism database. 

More than 3 years after the September 11 terrorist attacks, according to a survey 

by Ian Mitroff, on the whole, American companies are just as vulnerable and as 

unprepared as they were before. Just as disturbing, preparations spiked about 1year out 

and have downturned dramatically. They are back where they started—seemingly not 

taking the lessons of this tragic event seriously. All the metal detectors and gate checks 

exist to make passengers (and the administrators accountable for preventing terrorist 

attacks) feel as if the airplanes are safe. A determined attacker can still get past all the 

barriers. Who, for example, checked the food cart that came on the plane, or the worker 

who brought it there? Probably nobody. There is only one serious difference since the 

9/11 attacks: Hijackers know that the passengers on board are now likely to fight back. 

This is not a trivial change; the shoe bomber, Richard Reid, was apprehended because 

flight attendants spotted him and half a dozen passengers subdued him. This deterrence 

will continue to make a difference. Another part of the anti-terrorism strategy ought to be 

the education of the public. Technology, ideally, is about the application of valuable 

knowledge. As governments and other actors increasingly rely on it to meet social 

demands of security in an age of terror, the development and implementation process of 

security technology policy requires close analysis and critical evaluation. These steps are 

necessary not only to work to understand how policy solutions are formulated, but also to 

ensure that their application proceeds. 
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