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Today more than 62000 virus exist. This is the most common threat of library 
professionals. A virus is described as a piece of code, usually written to create a 
negative effect, that attaches itself to a program or file under the guise of something 
positive, and spreads to other files, program systems, or other recipients, without the 
user's consent or knowledge. In this paper I tried to include history and different types 
of virus.  I also enlisted common symptoms of virus attack and also recount security 
measures to be taken to prevent virus attack to our electronic data. As data is vital, our 
main aim is to protect data from virus and in this paper it is clearly noted how we can 
deal with virus attack. Also give brief summary about firewall and other recovery 
strategies that commonly adopted to secure our data and information.  
KEYWORDS: Computer Virus, Virus, Librarian, Library, Documenter, Virus 
Protection     
 
Introduction: 
Technology today means searching a Google on Google. From the beginning itself 
technology has helped us in many ways. From the invention of the wheel to the 
Internet, technology has been a huge factor on the way our development has grown. 
With more and more technological advances just around the corner, our society will 
continue to grow faster and faster. Computers make life easier for people everyday. 
They help us to do everyday jobs more rapidly, easily and exchange a few words with 
friends and family with the click on a button. Computers play an important role in the 
education system as well. They help students to learn more resourcefully and help 
them to perform their work better. Computers offer, Internet which helps students in 
research work for their projects they may have. Many students come to libraries to 
access the computers and CD-ROM's rather than to read. Librarians as well as 
teachers should guide many students as possible as towards the text books rather than 
to be very much involve in computers. Computers have proven extremely beneficial 
to students with certain speech, audio, and motor boundaries.  

What is a virus? 
A computer virus is a program which spreads by infecting the files or the system areas 
of a computer or network router's hard drive and then making copies of itself. Some 
virus is harmless and some may destroy files. Virus can be spread when people shared 
card reader, pen drive, portable hard disk and other portable Medias. 

BRIEF HISTORY OF COMPUTER VIRUS 
The Creeper infected ARPANET in the early 70s. 
ARPANET was the ancestor to the Internet. In 1971, Bob Thomas wrote The Creeper 
as an experimental self-replicating program. The Creeper was designed to access and 
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copy itself to remote computers, and The Reaper was designed to hunt down and 
destroy The Creeper, making it the first anti-virus program. 

Today, not only does virus cause computers to operate differently, they also steal 
valuable user’s sensitive information like credit card numbers and social security 
numbers. You can probably understand now, why the virus creation industry is bigger 
now than it ever was before. The new generations of virus are more dangerous and 
thus more beneficial to its creators. 

The first Apple virus appeared in 1982. 
The first Apple virus was written by a high-school student as a joke in 1982. This 
virus was called "Elk Cloner." The virus attacked the Apple DOS operating system, 
and it spread via floppy disk. 

The first PC virus arrived in 1986. 
"The Brain" is possibly the first real computer virus to hit IBM PC users in the mid 
1980s. In 1986, Pakistani programmers unleashed "The Brain," which was a virus that 
attacked the boot sector. 

The first worm spread in 1988. 
In 1988, a young programmer named Robert Morris created a worm designed to infect 
ARPANET computers. This worm hunted down computers on the network and 
flooded them with copies of it, disabling nearly 6,000 computers on the network. 

Macro virus began to evolve. 
When the Windows operating system came out, a new computer virus category was 
not far behind. These were not the old boot sector virus, though, or even worms; with 
the introduction of Windows, macro virus were born. In 1995, Concept emerged as 
the first macro virus, and it infected Microsoft Word documents. Concept heralded a 
new chapter in virus that could spread whenever a user opened a document. 

Virus infected government systems. 
With all the virus attacking private systems, it wasn't long before something came 
along specifically aimed at government sectors. “Solar Sunrise” was the first virus to 
infect the Sun Solaris operating system, and it successfully infiltrated more than 500 
government and military computers. Solar Sunrise was actually created by a few 
teenagers in California, but the government worried about the potential of hostile 
computer attacks. 

WHAT DOES VIRUS DO? 
A virus is simply a computer program it can do anything than any other program you 
run on your computer can do. Some virus is designed to deliberately damage files and 
others may just spread to other computers and will cause computer systems to slow or 
hang. 

Computer virus tends to capture our attention. On the one hand, virus shows us how 
weak we are. A properly engineered virus can have an amazing effect on the 
worldwide Internet. On the other hand, they show how sophisticated and 
interconnected human beings have become. For example, the “Melissa” virus was so 
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powerful that it forced Microsoft and a number of other very large companies to 
completely turn off their e-mail systems until the virus could be contained.  

E-MAIL VIRUS 
The Melissa virus took the advantage of the programming language built into 
Microsoft Word called VBA, or Visual Basic for Applications. It is a complete 
programming language and it can be used to write programs that do things like 
modify files and send  
e-mail messages. It also has a useful but dangerous auto-execute feature. A 
programmer can insert a program into a document that runs instantly whenever the 
document is opened. This is how the Melissa virus was programmed. Anyone who 
opened a document infected with Melissa would immediately activate the virus. It 
would send the 50 e-mails, and then infect a central file called NORMAL.DOT so that 
any file saved later would also contain the virus.  

WHAT IS SPAM? 
Spam is defined as unsolicited commercial e-mail, which usually sent in bulk and 
Junk mail are sent without receiver’s consent. It is sent in bunch quantities who want 
to make money from tiny percent of receiver who actually respond to them. Spam is 
also used for phishing and to spread malicious code. 

COMMON COMPUTER VIRUS SYMPTOMS 
It can be a nightmare scenario for any computer owner: your beloved machine begins 
to act strangely and before you know it, you’ve lost complete control and you realize 
too late that you have a virus. One of the “good” things about computer virus is that, 
in most cases, you know immediately when you have one. While there is no complete 
list of computer virus symptoms, there are a few key things you can look for. 
1. Home Page Redirects – We all know and love our home page, the Internet page 
that opens up automatically whenever we start our browsers. If you are noticing that 
your web browser is displaying a different page, for which you have never heard of, 
on startup, nevertheless, chances are you have a virus. 
2. Significant Slow Downs – Computer virus eat up a lot of your system resources. If 
you notice that programs are loading slower, or they won’t open at all, and your hard 
drive seems to be running continually, then there is probability of a computer virus 
infection. 
3. Pop ups Everywhere – Most of us are used to getting pop up windows as we 
browse the Internet, but if you are getting them constantly, and they all seem to be for 
the same one or two websites, then you likely have a virus. Some bugs are so 
bothersome that you get pop ups even when you aren’t using a web browser. 
4. Computer Lock Ups – With today’s lighting fast computer chips, lockups have, 
for the most part, become a thing of the past. However, if you are noticing that your 
computer suddenly becomes unresponsive; your computer is probably exhibiting 
computer Trojan or computer worm symptoms. If this happens every time you run a 
particular program, try starting up in safe mode and running your virus protection 
right away. 
5. Bizarre Error Messages – Most of us know what typical Windows error messages 
look like. If you begin to see pop up windows with bizarre or odd sounding error 
messages in them, try to copy down the message you see and then Google it. You’ll 
know soon enough if your computer is showing computer virus symptoms or if you 
have a program that just isn’t acting normally. 
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6. Fake Virus Scans – Often times, websites will use authentic looking, albeit fake, 
virus scans of your computer to make it appear that you are infected with hundreds of 
bugs. The “scan” will then tell you that you need to click on this link and download 
computer virus protection software, which, in actuality, is just a pack of virus. Ignore 
these scans and perform one of your own to see if you are showing computer virus 
symptoms. 
7. Distortions on your Desktop – If you suddenly notice that dialog boxes, chat 
windows and other programs look differently than they did before, you either have a 
problem with your display, your video card or with a virus. Start by running your 
virus protection software and then move on to non-virus related solutions. 
8. A Huge Increase in File Space/Decrease in Free Drive Space – One activity that 
virus love is to replicate and to invite their friends over. You can have a computer 
with an almost empty hard drive, and then a moment later, have one that has run out 
of space completely. If you’ve gotten a warning about being out of drive space when 
you shouldn’t be, you are showing classic computer virus symptoms. 
9. Huge Decrease in Download Speeds – Not only can a virus take control of your 
computer, it can hog your bandwidth, as well. Try restarting and resetting your 
Internet connection to see if your connection speed improves, if not, perform a virus 
scan immediately. 
10. New Icons – Most of us can name the different icons that are on our desktop, but 
if you see icons disappear or appear that you don’t recognize, your computer is 
exhibiting classic computer virus symptoms. 

TYPES OF VIRUS 
Trojan horse 
• A Trojan horse program has the appearance of having a useful and desired 

function. 
• A Trojan horse neither replicates nor copies itself, but causes damage or 

compromises the security of the computer. 
• A Trojan horse must be sent by someone or carried by another program and may 

arrive in the form of a joke program or software of some sort. 
Worms 
• A computer worm is a self-replicating computer program.  
• It uses a network to send copies of itself to other nodes (computers on the 

network) and it may do so without any user intervention.  
• It does not need to attach itself to an existing program. 
 
Boot virus 
• This type of virus affects the boot sector of a floppy or hard disk. 
• This is a crucial part of a disk, in which information on the disk itself is stored 

together with a program that makes it possible to boot (start) the computer from 
the disk. 

• These are normally spread by floppy disks. 
Macro virus 
• Macro virus is virus that uses another application's macro programming language 

to distribute themselves. 
• They infect documents such as MS Word or MS Excel and are typically spread to 

other similar documents. 
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Directory virus 
• Directory virus changes the paths that indicate the location of a file. 
Logic bombs 
• Their objective is to destroy data on the computer, once certain conditions have 

been met. 
• These are virus which is programmed to initiate at a specific date or when a 

specific event occurs. 
• Some examples are a virus which deletes your photos on Halloween, or a virus 

which deletes a database table if a certain employee gets fired. 
Resident virus 
• This type of virus is a permanent which dwells in the RAM memory. 
• From there it can overcome and interrupt all of the operations executed by the 

system: corrupting files and programs that are opened, closed, copied, renamed 
etc. 

Overwrite Virus 
• Virus of this kind is characterized by the fact that it deletes the information 

contained in the files that it infects, rendering them partially or totally useless once 
they have been infected.  

• The only way to clean a file infected by an overwrite virus is to delete the file 
completely, thus losing the original content.  

Polymorphic Virus 
• Polymorphic virus encrypt or encode themselves in a different way (using 

different algorithms and encryption keys) every time they infect a system.  
• This makes it impossible for anti-virus to find them using string or signature 

searches (because they are different in each encryption) and also enables them to 
create a large number of copies of themselves. 

File Infectors 
• This type of virus infects programs or executable files (files with an .EXE or 

.COM extension).  
• When one of these programs is run, directly or indirectly, the virus is activated, 

producing the damaging effects it is programmed to carry out.  
Companion Virus 
• Companion virus can be considered file infector virus like resident or direct action 

types.  
• Because once they get into the system they "accompany" the other files that 

already exist. 
• In order to carry out their infection routines, companion virus can wait in memory 

until a program is run (resident virus) or act immediately by making copies of 
themselves (direct action virus).  

FAT Virus 
• The file allocation table or FAT is the part of a disk used to connect information 

and is a vital part of the normal functioning of the computer.  
• This type of virus attack can be especially dangerous, by preventing access to 

certain sections of the disk where important files are stored.  
• Damage caused can result in information losses from individual files or even 

entire directories. 
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HOW TO DEAL WITH VIRUS 
1. Understand the types of virus possible. There are sample of virus being 

transmitted through software and from online and some are more harmful than 
others. In addition, there is plenty of virus yet to be thought up, so being aware 
and prepared is better than trying to cure them. Some of the more commonly 
known virus includes: 

• File infection virus 
• Boot sector virus 
• Worms 
• Trojan horse 

2. Identify whether or not you have a virus. There can be a number of reasons 
besides virus as to why your computer has slowed down, frozen, or is doing 
strange things. For example, your machine might not have been turned off for 
a while and as a result, is running too many programs, has cached too much 
information, and is slow. Or, you might have opened too many programs at 
once, etc. To identify the presence of a virus, try this:  

• See if the task manager system restore or command prompt is disabled. 
• See if the auto play is enabled when connecting to the flash drive. 
• Check to see if your system is slow. 
• Check to see if your operating system won't respond to commands, or crashes. 
• Have you noticed any funny messages when starting up? 

3. Clean it. Use a trustworthy, recommended anti-virus software or rush your 
computer to your local trusted computer repair person (some even visit if 
you're lucky). Or several antivirus software are available for free download 
from the internet. Ms Office an optional free antivirus utility called ms 
security essentials. 

4. Use anti-virus software in future. Keep it updated and run checks regularly.  

FIREWALL 
A system designed to prevent unauthorized access to or from a private network. 
Firewalls can be implemented in both hardware and software, or a combination of 
both. Firewalls are frequently used to prevent unauthorized Internet users from 
accessing private networks connected to the Internet, especially intranets. All 
messages entering or leaving the intranet pass through the firewall, which examines 
each message and blocks those that do not meet the specified security criteria. 
There are several types of firewall techniques: 
• Packets filter: Looks at each packet entering or leaving the network and accepts 

or rejects it based on user-defined rules. Packet filtering is fairly effective and 
transparent to users, but it is difficult to configure. 

• Application gateway: Applies security mechanisms to specific applications, such 
as FTP and Telnet servers. This is very effective, but can impose performance 
degradation. 

• Circuit-level gateway: Applies security mechanisms when a TCP or 
UDP connection is established. Once the connection has been made, packets can 
flow between the hosts without further checking. 

• Proxy server: Intercepts all messages entering and leaving the network. 
The proxy server effectively hides the true network addresses. 
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POP-UP  
A pop-up is a graphical user interface (GUI) display area, usually a small window that 
suddenly appears ("pops up") in the foreground of the visual interface. Pop-ups can be 
initiated by a single or double mouse click or rollover. A pop-up window must be 
smaller than the background window or it's a replacement interface. On the World 
Wide Web, JavaScript (and less commonly Java applets) are used to create interactive 
effects including pop-up and full overlay windows. A menu or taskbar pull down can 
be considered a form of pop-up. So you can get the little message box you get when 
you move your mouse over taskbars in many PC applications. 

BACKUP 
Backup means to copy files to a other medium (a disk or tape) as a safeguard in case 
the first medium fails. One of the key rules in using computers is back up your files 
regularly. Even the most trustworthy computer is suitable to break down in due 
course. Many professionals recommend that you make more than one backups of all 
your records. To be especially safe, you should keep one backup in a different 
location from the others. 

You can back up your files using system commands or by using special-purpose 
backup utility. Backup programs often compress the data so that backups require 
fewer disks. 
RECOVERY STRATEGIES AND METHODS 
One can minimize the damage done by virus by regular backups of data at different 
media. If data is lost through virus, one can start again using the backup. 
Number of recovery options exists after a complete virus attack; some may be safely 
removed by antivirus software products, other may require re-installation of damage 
program. 
MIRROR SITE 
A Website that is a replica of an already existing site, used to reduce network 
traffic (hits on a server) or improve the availability of the original site. Mirror sites are 
useful when the original site generates too much traffic for a single server to support. 

Mirror sites also increase the speed with which files or Web sites can be accessed: 
users can download files more quickly from a server that is geographically closer to 
them. For example, if a busy New York-based Web site sets up a mirror site in 
England, users in Europe can access the mirror site faster than the original site in New 
York. 

Sites such as Netscape that offer copies or updates of popular software often set up 
mirror sites to handle the large demand that a single site may not be able to handle. 

CONCLUSION 
Preservation aspects are given a least priority in many libraries. The modern librarian 
is faced with a complex problem as he has to deal not only with the traditional media 
but also with modern media such as video recordings, photographs, microfilms, CD – 
ROMs, computer software, online databases and their quick obsolescence of 
associated technologies. It is the duty of the librarian to preserve and conserve the 
intellectual content of the documents for the generations to come irrespective of 
media and technological changes. Librarians should learn quickly to adopt themselves 
to the changing scenario by always making backup copies of your files, not allowing 
your computer to be used by random acquaintances and updating antivirus software at 
least day by day or once a month. 
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